Access Controller FB-10/ FB-10 PRO User Manual

o

‘ onnections

ACCESS CONTROLLER FB-10
ACCESS CONTROLLER FB-10 pro

User Manual

Document Revision 2.0

Page 1



Access Controller FB-10/ FB-10 PRO User Manual

DOCUMENT REVISION HISTORY
REVISION REVISION DATE DESCRIPTION Ve?gi:)n Released | Approved
1.0 1% Nov 2008 Initial Preliminary Release 1.0.0.0 TC JA
1.1 1* Jan 2009 Final Release 1.1.0.0 TC JA
1.2 1* Feb 2009 IEC/FCC Approvals Added 1.2.0.0 TC JA
13 10" March 2009 Static Routing & DAC Control 1314 TC JA
2.0 14" July 2009 User levels and restrictions 2.0.05 FR JA
MAC Address reservations
21 23" November FB10-PRO RM version added | 2.0.0.7 TC JA
2009

a Livewire Connections Ltd
Unit 11 A First Quarter
Blenheim Road, Epsom KT19 9QN
Phone +44 (0) 1372734900 A Fax +44 (0O

ALL RIGHTS RESERVED

Information in this document is subject to change without notice and does not
represent a commitment on the part of Livewire Connections Ltd.

It is recommended to download the latest revision of the User Manual from

http://www.livewire-connections.com/support or request a copy from the
distributor.

Published in the United Kingdom

Page 2


http://www.livewire-connections.com/support

Access Controller FB-10/ FB-10 PRO User Manual

INDEX
Page
Safety Summary 4
Disclaimer 5
Introduction 6
What 6 s i n 6
Hardware Mounting 7
Typical Installation Network Diagram 8
Connecting your devices 9
Installation Guide | Communicating with the FB-10 10
Installing Software 10
Login Prompt 10
Activating your hardware 11
Admin Login 12
System Configuration 13
Call Logs 15
- Service Costs 16
Reserved IP Settings 17
Internet Connections 18
Advanced Configuration 20
Administrator GUI G_roup Settln_qs (Firewall Groups) 21
Firewall Settings 23
Port Forwarding 25
Static Routes 26
Remote Access 27
User Configuration 28
Default Users 29
Support Information 30
Factory Default Reset 30
User Login 31
User GUI Screenshot 31
User GUI (Restricted) Screenshot 32
User GUI Controls 33
1 - Troubleshooting 35
User GUI 2 - Connection States Colour Indicators 37
3 - Internet Connections - Interfaces 38
4 - Interface Drawing 40/41
5 - Hardware Drawing FB-10 Pro 42
6 - Hardware Drawing FB-10 Standard 43
7 - Hardware Drawing FB-10 Pro RM 44
Technical Specification 45
Further Information 45

Page 3



Access Controller FB-10/ FB-10 PRO User Manual

Safety Summary

-

THE FOLLOWING GENERAL SAFETY PRECAUTIONS MUST BE OBSERVED DURING ALL
PHASES OF OPERATION, SERVICE AND REPAIR OF THIS EQUIPMENT. FAILURE TO COMPLY
WITH THESE PRECAUTIONS OR WITH SPECIFIC WARNING ELSEWHERE IN THIS MANUAL
VIOLATES SAFETY STANDARDS OF DESIGN, MANUFACTURE AND INTENDED USE OF THE
o EQUIPMENT. LIVEWIRE CONNECTIONS LTD ASSUMES NO LIABILITY FOR THE CUSTOMER®
FAILURE TO COMPLY WITH THESE REQUIREMENTS.

X GROUND THE EQUIPMENT

To minimise shock hazard, the equipment must be connected to an electrical ground.

X AVOID INTERFERENCE
To avoid interference, do not run cables parallel to AC wiring, or near fluorescent lights or other high

magnetic or electrical fields. Interference from these types of sources causes equipment to be faulty
and will automatically void warranty conditions.

X AVOID LONG CABLE LENGTHS

Any cable longer than 5 meters must be shielded, and all peripheral equipment must be grounded.

X DO NOT OPERATE IN AN EXPLOSIVE ATMOSPHERE

Do not operate the equipment in the presence of flammable gases or fumes. Operation of any
electrical equipment in such an environment constitutes a definite safety hazard.

X DO NOT SERVICE OR ADJUST ALONE

Do not attempt internal service or adjustments unless another person, capable of rendering first aid
resuscitation, is present.

X KEEP AWAY FROM LIVE CIRCUITS

Operating personnel must not remove equipment covers. Only qualified maintenance personnel must
make component replacement and internal adjustment. Do not replace components with the power
cable connected. Under certain conditions, dangerous voltage may exist even with the power cable
removed. To avoid injuries, always disconnect power and discharge circuits before touching them.

X DO NOT MODIFY CONFIGURATION OF SOFTWARE
This product is a self-contained system installed and configured by a qualified distributor. Modification

of software configuration can result in loss of communications and increased airtime bills.
Configuration can only be done by or on written instruction by a qualified distributor.

X ALWAYS FOLLOW MANUFACTURERS ADVICE

Suppliers and manufacturers of communications equipment and peripherals provide a wide range of
advice on the correct installation of their equipment. The customer should always aim to follow the
guidance as provided by suppliers and manufacturers.
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Disclaimer
-~
The Access Controller FB-10 and FB-10 PRO are products designed to provide
visibility and control to off-vessel communications. The product has no automatic least
cost routing or auto-switching functionality and is solely designed to aid the operator in
) switching between different off-vessel data connections.
I't is the operatorbés sole resyolnsdthad iity dampprenruireaet € hfe
data requirement. It is also the operatordés sole res|

terminated at the end of each session. Livewire Connections strongly recommends that the operator
checks the connection device equipment (such as handset display or modem status lights) to ensure the
connection has been terminated.

The use of the inbuilt Firewall is strongly recommended to restrict unwanted outbound traffic. It is the
oper at or 0 stytoensupedhe Brewhlliséttings are correctly configured.

Livewire Connections Ltd accepts no liability whatsoever for airtime costs incurred during the
use of the Access Controller FB-10, FB-10 PRO & FB-10 PRO RM.

The Access Controller is based on Debian GNU/Linux which contains free software made available
under several licenses like GPL/LGPL and BSD. For the exact distribution terms for each program,
please see the description available in individual files at http://192.168.5.1/gpl (the IP address may
vary depending on your Access Controller FB-10 configuration).

Debian GNU/Linux comes with no warranty from the original software developer, to the extent
permitted by applicable law. For any warranty issues, please contact your local distributor from which
your Access Controller FB-10 was purchased.
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Introduction

Congratulations on the purchase of your new Livewire Connections Access Controller FB-10. This device
will manage all of your off-vessel data requirements and allow visibility and control for all your data traffic.
The Livewire Connections Access Controller FB-10, FB-10 PRO, FB-10 PRO RM can be configured in
minutes to manage all your existing connections as well as adding additional firewall user group
management, port forwarding, remote WAN to WAN access and data statistics.

From a simple single page graphical interface it is possible to manage all of your off vessel communications
including, but not limited to VSAT, Inmarsat Fleet & Fleet Broadband, Iridium OpenPort, Thuraya DSL,
ISDN, GPRS/3G, Off-Vessel WiFi and Shore ADSL.

What 6s i n the box

The Access Controller FB-10 / FB-10 PRO are shipped with the following components:

1 Access Controller FB-10/ FB-10 PRO / FB-10 PRO RM
1 Localized AC/DC Power Supply

1 Mounting Brackets (Except FB-10 PRO RM)

1 Warranty activation form

1 Hardware test certificate

1 Quick Start Guide / Bridge Reference Card

Access Controller FB-10 Hardware Access Controller FB-10 PRO Hardware

Access Controller FB-10 PRO RM Hardware
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Installation Guide

1. Mount the hardware in a suitable location using the supplied mounting brackets. The following should
be considered when choosing a suitable location:

1 Ventilation T Both the FB-10 and FB-10 PRO are fan-less and therefore require good
ventilation. A minimum separation distance of 200mm is required from the vents on the top of
the hardware. If the hardware is to be mounted in a cupboard or enclosure it is nhecessary to
ensure the enclosure has good ventilation or cooling available at all times.

1 Power supply T The FB-10 and FB-10 PRO must be connected to Uninterruptible Power
Supply (UPS) / Surge Protector to prevent any damage from inconsistent onboard power.

1 Cable Length i If it is intended to connect Serial devices to the FB-10 and FB-10 PRO it is
necessary to consider the maximum cable length recommended by the device manufacturer.

1 Mounting i The FB-10 and FB-10 PRO can be supplied with a Wall Mount Kit. If you require

mounting brackets please contact your distributor. The FB-10 PRO RM is supplied with 4
Caged Nuts and Rack Screws for mounting in a stal
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2. Typical Vessel Network Installation
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3. Connect your off-vessel communication devices via either a Serial (DB-9 connector), Ethernet, ISDN or
USB* connection.

Access Controller FB-10 Interface Diagram:

1 x Vessel LAN
2 X WAN
2 x Serial
1 x ISDN

2 x USB (For approved USB convertor devices only)
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Access Controller FB-10 PRO Interface Diagram:

1 x Vessel LAN
7 Xx WAN
1 x Serial
1 x ISDN

2 x USB (For approved USB convertor devices only)
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Access Controller FB-10 PRO RM Interface Diagram:

1 x Vessel LAN
7 x WAN
1 x Serial
1 x ISDN

2 x USB (For approved USB convertor devices only)
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The support for approved USB devices is intended to increase the number of Serial or Ethernet ports by

adding a USB to Serial/lEthernet convertor.
http://mww.livewire-connections.com/support or contact your distributor.
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4 Connect O Vpos EANI1) tdyduldnboard network switch or computer. (It may be necessary
to use a crossover cable for direct connection to a computer). The default IP address of the FB-10, FB-
10 PRO and FB-10 PRO RM is 192.168.5.1

5. As factory default the FB-10, FB-10 PRO and FB-10 PRO RM has DHCP Server enabled. Ensure that
your computerisconf i gured to 6Obtain an | P address automati
aut omat i cal | gnil nasigate fo bttp:/182668.6.Win any web browser. If the page does not
load see Appendix 11 Troubleshooting

Internet Protecal Version 4 (TCP/PW) Properties i.ﬁ‘

[
General | Allprnate Configuration

You can get [P settngs assigned sutomatically if your network supports
this capabdity. Otherwise, yeu reed to ask your neteork admirestrator
for the appropriate [P settings.

@ [Cibtain an IF address automa boaly]
Uige the following [P addresa:

@ Optain DMNS server address automabcaly
Use the follwing DHS sarver addresses:

— !
| L= J L concd |

6. When the pag €lick here dos thecAcdesskCondroller softwaredbutton to download the
software. Run the Setup file and follow the onscreen instructions.

7. From the shortcut on the Desktop or from the Start Menurunthe6 Ac cess Caghortcut.ol | er 6

8. When prompted enter the default admin username (@dmind and default admin password
(passwordd. S eAdcmitn alpgresé OK

s Livewire Connections - Access Controller Login @
User name
. . admin
m_ Password Remember
Ezz ]
t onnections

Access Controller- IP Address
Access Controller

192 166, 5 . 1
0 UserGUI @ Admin GUI
[ Login H Close I lEind I

For further instructions please see either Administrator GUI or User GUI sections later in the manual.

The software configuration of the Access Controller FB-10, Access Controller FB-10 PRO and Access
Controller FB-10 PRO RM is identical and therefore will now only be referred to as the FB-10.
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Hardware Activation Code

s Livewire Connections - Preduct Activation [l = |3

Your hardware requires Activation, if you have intermet
connectivity simply visit

www livewire-connections.com/activations

Alternatively telephone Livewire Connections on:
+44 (0) 1372 734917 (Monday to Friday 09:00 - 17:00 GMT)

Please note the code is only valid for 48 hours.

Sernal Number: 04944003

‘ Exit ‘ ‘ Activate

When you login the first time you may be asked to enter the Hardware Activation Code. This Hardware
Activation Code is available by either visiting http://www.livewire-connections.com/activations or by
telephoning +44 (0) 1372 734917 (Monday to Friday 09:00 7 17:00 GMT). You will require the FB-10
Serial Number that is displayed on the Activation Prompt. When you receive the Hardware Activation
Code,ent er the code ( wi tAtliate.tPleadeansthtieasthe caaisionly valid fork48
hours and can only be generated a limited amount of times. Please also note that the code is case
sensitive.

If you are not asked for the Hardware Activation Code the hardware may have been activated prior to
dispatch by your local distributor.
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Administrator GUI (Graphical User Interface)

1. From either the shortcut on the Desktop or from the Start Menu openthe § Access Cowhenr ol | er 6
prompted enter the default admin username (@dmind and default admin password (gasswordg.
Sel &ddmi & ar@ldresd OK. If the login is not successful see Appendix 1 i Troubleshooting

s Livewire Connections - Access Controller Login (&3]
User name

, . admin
M/VL_ Password Remember
( onnections |

A Controll Access Controller- IP Address
ccess Lontroller 192 168 5 1

) User GUI @ Admin GUI

[ Login H Close I lEindl

2. You will see the following Tabs:

1 System Configuration 7 Configure IP network settings for the Access Controller and
Local Area Network (LAN). Download Call and System Logs and Configuration Files.

1 Internet Connections i Add, Edit and Delete Services (Internet Connections) to be
controlled by the Access Controller.

1 Advanced i Optional configuration of Firewall, Port Forwarding, Static Routing, WAN to
WAN Remote Access, Sea Tel DAC Control, User configuration, Support and Firmware
uploads.

Page 12



Access Controller FB-10/ FB-10 PRO User Manual

3. System Configuration

Reserved IP Settings

»U Livewire Connections - Access Contreller Administration GUI o] @ |
System Configuration | interet Connections | Advanced| Bnnections
LAN Configuration
Name: |f'-1.\T“ Livewire | l Edit Configuration ]
IP Address: 10 12 .20 Subnet Mask:
DHCP: Cancel Changes
From: To:
. Configuration Login
Use Other DNS: Revert Timeout
IP Address: I:I (seconds)

Welcome to the Livewire Connections Access Controller FB-10. This device will manage all of your
off-vessel data requirements and allow visibility and control for all your data traffic. The Livewire
Connections Access Controller FB-10 and FB-10 PRO can be configured in minutes to manage all your
existing connections as well as adding additional firewall user group management, port forwarding,
remote WAN to WAN access and data statistics.

Apply Config Changes

Download Center

l Reset Counters ]

l Download Calls ]

l Cownload Log ]

l Download Config ]

The default IP Address for the FB-10 is 192.168.5.1 - by default the FB-1 0 6 s

DHICP sarver tis

enabled with a default range of 192.168.5.100 1 192.168.5.200

To change

t

he | BdiAtd dC€ e s fidgniet the tdnfgusaiion as below:

LAN Configuration

Enter a name for the configuration (Eg Vessel Name). This name will

Name appear on the User GUI.
This is the IP address that will be assigned to the Vessel LAN port. Please
IP Address note, this needs to be in the same IP range as your LAN or you will not be

able to access the FB-10.

Subnet Mask

This is the Subnet Mask that will be assigned to the chosen port when
selected. Typically this should be 255.255.255.0

DHCP

If selected the device will provide IP details to those devices set to
automatically obtain network settings. This should be switched off if any
other device on the network is configured to provide this functionality.
WARNING i1 If you disable DHCP and forget the IP address range you
might not be able to access the FB-10 without a Factory Reset

From

If DHCP is enabled this specifies the first IP Address issued from the FB-
10 to devices on the network. This range should not be used by any other
devices on the network otherwise IP Address conflicts may occur.

To

If DHCP is enabled this specifies the last IP Address issued from the FB-
10 to devices on the network. This range should not be used by any other
devices on the network otherwise IP Address conflicts may occur.

Use other DNS
IP Address

If selected, the IP Address defined below will be provided as the primary
DNS server. If not, then the IP of the Access Controller will be used.
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Configuration Login
Revert Timeout

Time limit (in seconds) within which a user must re-login to the Access
Controller after changes have been committed before they are
automatically undone. This is to prevent loss of connectivity due to errors
in entering the IP configuration. The default setting is 90 seconds. This
can be disabled by selecting 6Disa

Reserved IP Allows IP addresses to be reserved for specific MAC addresses. See
Settings section 5 for details.
Edit Configuration Edit the System Configuration settings

Cancel Changes

Cancel any unapplied changes to the IP configuration.

Apply Configuration

Download Center

Reset Counters

Commit changes to the Access Controller. It will be necessary to login
again within the number of seconds defined in the Configuration Login
Revert Timeout or the applied changes will be lost.

Reset the volume and time counters for all services. Note: This cannot be
undone although the Call Logs will be unaffected.

Download Calls

Enables the user to download a Call Log that can be exported into Excel
or similar spreadsheet application via CSV file, for call analysis. See
section 4 for details.

Download Log

Enables the user to download a Technical Log for diagnostic testing &
troubleshooting. (see Appendix 1 1 Troubleshooting. The log will open in
the users default web browser.

Download Config

Enables the user to download a Configuration file (.cfg) to enable the user
to backup and transfer all configurable settings onto the FB-10.
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4. Download Calls

Call Logs

All Records Sglect all ca_II records. Please note the call records older then 6 months
will automatically be deleted.
All Records Starting Select all call records from the Start Date.
All Records Between Select all call records between the Start Date and the End Date.
Start Date Sglect the s;art date. Please note the call records older then 6 months
will automatically be deleted.
End Date Select the end date.
. Filter between successful calls and failed calls. A failed call is when a
All Details . . .
call failed to connect during the dialup procedure.
Get Call Log Preview the results of your query in the table
Export the results of your query to a .CSV file. This can then be
Save CSV imported into Excel or other spreadsheet application for further
analysis.
Date/Time Logs the date and time that the call was initiated.
Action Logs the user action to initiate or terminate a call.
Group Logs the Firewall Group that was applied at the time of the call.
Service Logs the type of service (Internet Connection) that was placed.
Logs the amount of Data that was both transmitted and received in the
Data Vol call
Duration Logs the amount of time that the call was active. (in Seconds)
Estimates the cost of the call based on the User Configured Service
Cost
Costs (see below)
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