Thrane & Thrane

Document number: 95-136751-B

August — 2012

EXPLORER® 700 - new software ver. 3.07

Subject:
Please be informed that a new software version 3.07 for the EXPLORER® 700
has been released.

Priority:

« MEDIUM: Itis recommended to apply this change / initiative to all units in
stock. For units sold it is recommended to apply this change / initiative
next time the system(s) is inspected.

Changes from ver. 3.05 to 3.07:

» Support for Japanese language in Front panel Display & web MMI
e Tracking
- Position data reports to support tracking. Appendix |
» Link Monitoring
- Optional monitoring of data link with recovery actions. Appendix Il
* Fixed: Handling of DTMF tones improved
» Fixed: Problem in WLAN software module of production-only software version
3.06 supporting new type WLAN
- Terminal could reboot if WLAN was disabled AND powered by battery.

Action:

Download file ‘EXPLORER_700_V3.07.zip’ located at Thrane & Thrane extranet
http://extranet.thrane.com/Support.aspx or at the Thrane & Thrane A/S eSupport
http://extranet.thrane.com/Support/Technical%20Support.aspx

Save / extract to your hard disk.
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The following will describe the procedure for installing Ver. 3.07 on EXPLORER®
700.

1. Make sure the EXPLORER terminal is switched on and connect the Ethernet
cable to your PC.

2. Open your web-browser and open the Web Interface of the EXPLORER at
address http://192.168.0.1/

3. Select ‘Settings’ and ‘Upload’

ST & S BTERQ

DASHBOARD CHECK FOR SOFTWARE UPDATES
FHOME BOOK Current software versiocn 3.05
CALLE Latest avalable Not checked...
BELTIRGS File size
use
LAM
WLAN
Bluataoth UPLOAD SOFTWARE TO TERMINAL
Phone/ Fax
ISDN
Comman Disclaimer for Downloading and Uploading software:
Flease be informed that downloading and installing software from the Thrare &
IP handsets Thrane web portal iz 81 your own risk, Thrane & Thrang i not to be held
liable for any possible damage with respect to downloading and installing
Upload software to your EXPLORER F00.
Alarm list If you hawve problems or questions with respect to downloading software or

uploading your terminal please be informad that you will have to contact the
Thrane & Thrane distrbutor from where the terminal was purchased or contact

Language wour focal Thrane & Thrane distdibutor.
ADMINISTRATION Blease be advisad that you will mot be able to contacs Thrane & Thrane for end
user support and that we always recommend that softwars upgrades are being
HELPDESK carried out by official Thrane & Thrane distibution partners,
SITE MAP

4. Select ‘Browse’, locate the file ‘E700_V307.dI" and chose ‘Open’.
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Continued...

Coose Tie o Uptoad R x|
Lookin: [ E700 = & X e E-

T

My Recent
Documents

&l

Dezktop

My Documents

&

Iy Computer

&

My Network  File name: E700 V307 i Open
Places ) I _i |_I
Files of type: IAII Files %] LI Cancel |

5. Choose ‘Upload’ and verify that the upload is in progress like in the below
example (status bar enabled in browser)

BATTERY: (— o ISON (23
cow  mmp o sm BT R @
DASHEOARD CHECK FOR SOFTWARE UPDATES
PHONE BOOK Current software version 3.08
EssAGES
CALLS Latest available Not checked...
SELEIHGS File size
uss
LAN
WLAN
Blustooth UPLOAD SOFTWARE TO TERMINAL
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Continued...

6. Select again the address http://192.168.0.1/ and verify the software version
at ‘Dashboard’.

o % BT ©
L[| ifin} e L2 = E
PROPERTIES SESSIONS TOTAL
DASHBOARD
Airtime provider BETA TEST DATA standard voice inbound.  00:00:09
PHOME BOOK
GRS position Acquiring Standard voice outbound 00:00:00
MESSAGES
Stats Searching 3.1 kHz audio inbound  00:00:00
CALLS
Poinung Go io pointing mede 3.1 kHz audio cutbound  00:00:00
SETTINGS
Unitserial number 05450106 Standard data 057 ME
ADMINISTRATION
Software verston 307, build 12- Streaming 32 kbps Q0:00:00
HELPDESK
Lecal 1P address 192.168.0.1 Streaming 64 kbps 00:00:00
SITE MAP
THMET rumber S5E71200-000153-5 Streaming 128 kbps 00:00:00
MAC address 00:11:CF:00:C%:80 Streaming 176 kbps 00:0G:00
WLAN MAC address  00:11:CFi0D:CS:81 Streaming 255 kbps 00:09:00
BGAN X-Stream 00:00:00
ONGOING DATA SESSIONS ONGOING CALLS
(Mo active data sessions) (Mo active calls)
PROFILES OM LAM
tandar
End of updating procedure.
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Appendix I.

To use the tracking feature you must either set up a tracking server or get a tracking
solution from your service provider. The EXPLORER system must be set up to match
this server.

Setting up Tracking
The EXPLORER system can be used for tracking purposes. You can set up the terminal
to report to a server at certain time intervals or after moving a specified distance.

To set up tracking, do as follows:
1. Select SETTINGS > Tracking.

2. Type in the Server IP address, Server port, Client port and Encryption key for your
server connection.
* IP address. The IP address of the server that the EXPLORER terminal will
report to.
e Server port. Port number on the server. Default number is 7474.
e Client port. Port number on the EXPLORER terminal. Default number is 7475.
e Encryption key. A pre-shared 128 bit key which must match on both the client
and server side.

3. To allow remote control of the tracking settings from the tracking server, select Yes at
Allow remote control.

This means the EXPLORER terminal will accept commands from the specified tracking
server, for example to change reporting intervals or start/stop reporting.

4. Select the APN to use for Tracking. You have the following options:

e Common. The APN is taken from the Common APN defined under
SETTINGS > Common. Refer to Setting the common interface settings on page
76.

* SIM default. The APN is taken from the SIM card. This is the recommended
option, unless you have special requirements.

* Network assigned. The APN is assigned from the network.

e User defined. Type in the APN. APNs are provided from the Airtime Provider.

5. Under Position reports, select the report type you want to use.
e Compressed. Only latitude and longitude are reported.
e Extended. Apart from latitude and longitude - heading, speed and altitude are
also included.
« ECEF . The same information as Extended, but position and speed data are 3D
(ECEF coordinates).
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Example:
SERVER CONNECTION
Server IP address IT.[S_.IT.IT
Server port 474
Clent port 475
Encryption key Il23455?5912345&?59123456?5512345

Allow remote control  yes & No
APN

€ Common

& SIM default

" Network assigned

€ User defined |[EGAN.INMARSAT.COM
POSITION REPORTS
Report type & Compressed

C Extended

C ECEF
INTERVAL REPORT
Status € Enabled @ Disabled
Report each [E_[I"_ {hhzmm)
DISTANCE REPORT
Status € Enabled @ Disabled
When moved lc_ meters
Max one report per [E_[? (hhimm)

_Apply | _cancel |

6. Under Interval report, select Enabled or Disabled and type in the interval between
the reports.

7. Under Distance report, select Enabled or Disabled and type in the following:
«  When moved. Enter the distance the vehicle should be moved before sending a
report.
* Max one report per. Enter the minimum time that should pass between two
reports.

Example: The distance is set to 10000 m and the time is set to 15 minutes. The
EXPLORER system has moved 10000 m since last report, but only 10 minutes have
passed. A report will not be sent until the 15 minutes have passed.

8. Click Apply.
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Thrane Tracking System (TTS)
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The Thrane Tracking Protocol (TTP) is based on UDP and designed to consume as
little bandwidth as possible on the air interface while still maintaining all necessary
data and a fair level of security.

Message encryption

Since the TIG (Tracking Internet Gateway) can be placed anywhere on the internet it is
preferable to have some sort of encryption of the messages between the UT (user
Terminal) and the TIG. For that purpose AES has been chosen with a block size of 128
bits.

Encryption will be done using a pre-shared key which is entered by the user. The key
must be 128 bits long.

UDP ports

The administrator of the TIG must choose an UDP port that the TOB (Tracking Object)
can connect to. This port value must be configured on the TOB.

When the TOB sends the register message it must use the same port number as source
port as it will use to listen for incoming messages from the TIG.

The TIG must send all messages to the TOB to the source port number of the register
message.

The following default port numbers has been defined:

Device Listening port number
TOB 7475
TIG 7474
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Appendix Il

Link Monitoring will start when a PDP context has been established. It does not monitor
the PDP context itself, but works as assurance that a communication channel is present
and that user data can be transferred.

When Link Monitoring is enabled, the terminal will attempt to ping the primary IP address
at regular intervals as defined by the Interval parameter.

If no response is received after the number of seconds defined by the Timeout
parameter, the terminal will repeat the ping attempt.

After Retry Count ping attempts, the terminal will switch to the secondary IP address (if
any) and the same amount of ping attempts will be performed.

If no response from the primary IP address or the secondary IP address is received, the
device will reboot to re-establish the PDP context/connection.

Every action initiated by the Link Monitoring module will be logged.

BATTERY: [—7 —
SIGNAL: HIRRNO0 Oe' % 'BT 1532" @I»

DASHBOARD LINK MONITORING
PHONE BODK Link manitering CEnabled @pisabled
MESSAGES Interval Minutes
CALLS Retries
SETTINGS Primary IP address [0 |jo [0 |[o |
SR TSRO Secondary IP addressEl.El.El.El

call charges

Cancel

Log handling
Data limits
Profiles

Traffic flow filters
S5IM PIN

SIM Lock
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Parameter name Requirement description

Link Monitoring On/Off Switches Link Monitoring on and off — default
value is off.

Primary IP Address Primary IP address to ping

Secondary IP address Secondary IP address to ping (optional)

Interval The interval (minutes) between ping transmissions
Min. value: 5

Max. value: 720

Retry Count Number of retries if no ping answer is received.
Min. value: 3
Max. value: 9

Thrane & Thrane
Global Technical Assistance Centre
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